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DETAILED ACTION 



1. 



This action is in response to the amendment filed on 1 1/26/2008. 



2. 



Claims 1,10 and 14 have been amended. 



3. 



Claims 1-14 are pending for consideration. 



Response to Arguments 



4. Applicant's arguments with respect to claims 1-14 have been considered but are 
moot in view of the new ground(s) of rejection. 

5. Applicant's argument with respect to the 35 U.S.C. 1 12 2 nd paragraph rejection 
has been fully considered in view of the amendment filed 1 1/26/2008, which has been 
made in record, and the 35 U.S.C. 1 12 2 nd paragraph rejection has been withdrawn. 



6. Claims 13 and 14 are objected to because of the following informalities: 

Regarding claim 13, "a portable data carrier" should be "the portable data 
carrier". 

Regarding claim 14, "a portable data carrier according to claim 10 and a terminal 
according to claim 13" should be "the portable data carrier according to claim 10 and the 
terminal according to claim 13". 

Appropriate correction is required. 



Claim Objections 
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Claim Rejections - 35 USC § 103 

7. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

8. Claims 1,3-8, 10, 12 and 14 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Mimura et al. (US 71 62058) (hereinafter Mimura) in view of Kao et al. 
(US 6651 168) (hereinafter Kao). 

Regarding claim 1 , Mimura discloses a method for effecting a secure electronic 
transaction on a terminal using a portable data carrier (Mimura: See figure 1 items 100, 
102 and 103), wherein the portable data carrier performs a user authentication method, 
the portable data carrier confirms the proof of authentication to the terminal, and the 
portable data carrier then performs a security-establishing operation within the 
electronic transaction, comprising the step of creating quality information by the portable 
data carrier about how the authentication of the user was performed by the used user 
authentication method and attaching said quality information is attached to the result of 
the security-establishing operation (Mimura: column 6 lines 39-54; column 10 lines 50- 
62; column 1 1 lines 4-1 1 ; column 1 1 line 64 through column 1 2 line 7). 

However, Mimura does not explicitly disclose using one of different user 
authentication methods to authenticate the user. Kao discloses using one of different 
user authentication methods to authenticate the user (Kao: See figure 9; and column 2 
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lines 50-60: to authenticate a user with a selected one of a plurality of authentication 
processes). Therefore, it would have been obvious to a person skilled art at the time 
the invention was made to have included in Mimura the feature of Kao as discussed 
above because what is needed is a flexible way to provide diverse user authentication 
mechanisms and processes for a stand alone computer system or for a computer 
network (Kao: column 2 lines 25-28). 

Regarding claim 3, Mimura as modified discloses wherein the authentication of 
the user is performed by presentation of a biometric feature (Mimura: See figure 1 item 
102). 

Regarding claim 4, Mimura as modified discloses wherein the authentication of 
the user is performed by presentation of a physiological or behavior-based feature 
characteristic of a user (Mimura: column 2 lines 35-41). 

Regarding claim 5, Mimura as modified discloses wherein the authentication of 
the user is performed by proof of knowledge of a secret (Mimura: column 6 lines 44-48). 

Regarding claim 6, Mimura as modified discloses wherein at least two different 
authentication methods of different quality are offered for authentication of the user 
(Kao: See figure 9; and column 2 lines 50-60). The same motivation was utilized in 
claim 1 applied equally well to claim 6. 
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Regarding claim 7, Mimura as modified discloses wherein the particular 
authentication methods not used are disabled (Mimura: column 4 line 57 through 
column 5 line 4). 

Regarding claim 8, Mimura as modified discloses wherein no quality information 
is produced for an authentication method (Mimura: See figure 1 and figure 16; column 
11 lines 4-11). 

Regarding claim 1 0, this claim has limitations that is similar to those of claim 1 , 
thus it is rejected with the same rationale applied against claim 1 above. 

Regarding claim 12, this claim has limitations that is similar to those of claim 6, 
thus it is rejected with the same rationale applied against claim 6 above. 

Regarding claim 14, Mimura as modified discloses a system for effecting a 
secure electronic transaction within which the quality of authentication of a user of the 
system is ascertained, comprising a portable data carrier according to claim 10 and a 
terminal according to claim 13 (Mimura: See figure 1). 

Claim Rejections - 35 USC § 103 

9. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

1 0. Claims 2 and 1 1 are rejected under 35 U.S.C. 1 03(a) as being unpatentable over 
Mimura in view of Kao, and further in view of Barlow et al. (US 6810479) (hereinafter 
Barlow). 

Regarding claim 2, Mimura in view of Kao does not disclose wherein the security- 
establishing operation performed by the portable data carrier comprises creating a 
digital signature. However, Barlow discloses wherein the security-establishing 
operation performed by the portable data carrier comprises creating a digital signature 
(Barlow: See figure 9; column 6 lines 3-7; column 12 lines 49-55; column 15 lines 30-44; 
column 16 lines 23-45). Therefore, it would have been obvious to a person skilled art at 
the time the invention was made to have included in Mimura in view of Kao the feature 
of Barlow as discussed above because encryption, decryption, digital signing, and 
verification are therefore the principal cryptographic primitives that are used in an 
electronic network setting to facilitate the security, privacy, authenticity, and integrity of 
information being exchanged (Barlow: column 3 lines 45-49). 

Regarding claim 1 1 , this claim has limitations that is similar to those of claim 2, 
thus it is rejected with the same rationale applied against claim 2 above. 
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11. Claims 9 and 13 are rejected under 35 U.S. C. 103(a) as being unpatentable over 
Mimura in view of Kao, and further in view of Foley et al. (US 20020087894) (hereinafter 
Foley). 
12. 

Regarding claim 9, Mimura in view of Kao does not disclose wherein a user is 
asked to select an authentication method. However, Foley discloses wherein a user is 
asked to select an authentication method (Foley: paragraphs 0010; 0026-0028). 
Therefore, it would have been obvious to a person skilled art at the time the invention 
was made to have included in Mimura in view of Kao the feature of Foley as discussed 
above because existing systems, however, are limited to pre-defined security features 
and procedures and generally require that a merchant initiate changes to accommodate 
each different smart card or wallet. Thus, a new system of accessing a restricted 
service (e.g., conducting electronic transactions) is desired which would allow the user 
to select the method of authentication and provide improved security with minimal 
overhead for users and merchants (Foley: paragraph 0009). 

Regarding claim 1 3, this claim has limitations that is similar to those of claim 9, 
thus it is rejected with the same rationale applied against claim 9 above. 
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Conclusion 

1 3. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to TRANG DOAN whose telephone number is (571)272- 
0740. The examiner can normally be reached on Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571 ) 272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
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Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Trang Doan/ 
Examiner, Art Unit 2431 
/Syed Zia/ 

Primary Examiner, Art Unit 2431 



